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Release Notes

What's new?

This patch release of Spectrum Spatial Analyst has the following bug fixes.

+ Earlier the HTTP session ID for a guest user was reused, when they logged into Spectrum Spatial
Analyst after browsing to the application as a guest. Now, the existing HTTP session is destroyed
when the user is successfully authenticated, and a new session ID is created. This fixes a potential
security vulnerability. The HTTP Session ID is stored in a cookie and can be seen using the
browser's developer tools. It is assigned to the Spectrum Spatial Analyst end point and is shown
as the JSESSIONID.

* In the Spectrum Spatial Analyst usage logs, the users IP address will now use the IP address
present in the “X-Forwarded-For” header if that header is included in requests. This is useful in
cases where a proxy server sits between the user and Spectrum Spatial Analyst, for example in a
DMZ. Previously the IP address of the proxy server was recorded for every user. Now by setting
an “X-Forwarded-For” header in the proxy server when forwarding requests, it is possible to have
the users actual IP address sent and be recorded in the usage logs

Bug Fixes
This release fixes the following issues:

Bug ID Description

SSS-6691 Login should renew HTTP session and log out should destroy the current user session.

Resolution - Fixed

How to apply this patch?

To apply this Spectrum Spatial Analyst patch, follow the steps given below:

1. Download the zip file and extract it to your system.
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2. Stop the AnalystConnect Tomcat service.
3. Take a backup of existing connect .war from the previous installation -

\SpectrumSpatialAnalyst\Tomcat\AnalystConnect\webapps
4. Delete the connect.war file as well as the directory
\SpectrumSpatialAnalyst\Tomcat\AnalystConnect\webapps\connect\
5. Copy the latest connect .war to the
\SpectrumSpatialAnalyst\Tomcat\AnalystConnect\webapps\

6. Startthe AnalystConnect Tomcat service.

7. Ensure users clear their browser cache, so that the previous all. s is not cached in their
browsers.
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